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Abstract of the contribution: Proposes updates to solution 5.
1
Discussion
It is proposed to clarify the following in solution 5:
· Expand steps 1-5 to make the description self-sufficient.

· User ID and Callback# parameter fetched from the HSS are two different parameters.

· IMSI/IMSI-unauthenticated/IMEI is the User ID on S6a, S11, S5, Gx and Rx.

· MSISDN (optional, if available from HSS) is used as the Callback number.

· Replace Editor’s note in step 7 with a NOTE.
· Fix typos.
With respect to “User ID”, it is clarified which identities may be retrieved via the PCRF depending on the regulatory requirements that apply to both the access-domain (CS/PS) and IMS of the VPLMN:
a.
Valid UEs only: IMSI (authenticated) is sent to PGW and then to PCRF.
b.
Only UEs that are authenticated are allowed: Same as above. 

c.
IMSI required, authentication optional: IMSI-unauthenticated and IMEI is provided to PCRF.

d.
All UEs are allowed: Only IMEI is avalable at PCRF.
2
Proposal

It is proposed to agree the updates to solution 5 for inclusion in TR 23.749, as proposed below.

########################## START CHANGE FOR TR 23.749 ###################
6
Solutions
6.5
Solution #5: IMS emergency session without IMS registration failure

6.5.1
Description

6.5.1.1
General

This solution addresses key issue 1 (“How to make UE-detected IMS emergency session successful”).

In this solution the network is able to skip the IMS-level authentication with sufficient confidence based on the fact that the UE has been successfully authenticated at EPS level, the identities retrieved via the PCRF serving as a “soft” proof. This is similar to GIBA (GPRS-IMS Bundled Authentication; see TS 33.203) where the IP address assigned at GPRS level (and retrieved by the IMS from the HSS) is used as a “soft” proof that the UE has been successfully authenticated at GPRS level, allowing the IMS to proceed without authenticating the UE at IMS-level.

This solution proposes to provision a PSAP callback number via the PCRF in the VPLMN (located between the P-CSCF in the VPLMN and the PGW in the VPLMN).

NOTE 1: The PSAP call back functionality is not changed. Only the retrieval of PSAP callback number is different.

In this solution the IMS network accepts the SIP REGISTER message without attempting to authenticate the UE, without creating a UE registration state in the VPLMN IMS, and without impacting the UE registration state that the UE may have on a parallel non-emergency IMS PDN connection (i.e. the one with HPLMN IMS from S8HR).

NOTE 2: SA3 needs to review the security aspects of this solution.

6.5.1.2
Solution description

The call flow for the case where IMS registration failure is avoided is described in Figure 6.5.1.2-1.
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Figure 6.5.1.2-1: IMS Emergency Session Establishment without IMS registration failure


1.
UE establishes a PDN connection for IMS emergency services.

2.
IMSI, IMSI-unauthenticated indicator (if available) and IMEI(SV) are retrieved from the UE. The MSISDN (if available) is provided by the HSS.
3.
MME sends a [S11] [S5] Create Session Request towards the PGW including the IMSI, the IMSI-unauthenticated indicator (if available), the IMEI(SV) and the MSISDN (if available).
4.
PGW establishes an IP-CAN session with the PCRF as described in TS 23.401 and TS 23.203. The IP-CAN session is identified with UE‘s IPv4 address of IPv6 prefix associated with the PDN connection for IMS emergency services. The IMSI, the IMSI-unauthenticated indicator (if available), the IMEI(SV) and the MSISDN (if available) are passed to the PCRF as part of the IP-CAN session establishment.

5.
UE completes the Attach or UE requested PDN connection procedure. 
Up to here the procedure is identical with the existing PS domain emergency PDN and Attach handling, except that the IMSI-unauthenticated indicator is not available on Gx. Also the PCC may need some clarification in specifications as it seems that the sending of MSISDN over Gx is not mandatory.
Steps 6-12 apply in case the UE performs IMS Emergency Registration, based on conditions specified in TS 23.167[x], e.g. UE is aware that it has sufficient IMS authentication material.
6. UE initiates IMS emergency registration by sending a SIP REGISTER (UserID-1) message. The UserID-1 parameter is an IMPI and optionally an IMPU.
7a.
Upon reception of the SIP REGISTER message the P-CSCF contacts the PCRF for establishment of an Rx session. Based on configuration (e.g. only when serving emergency calls from S8HR inbound roamers that have no NNI for emergency registration, which is determined by analysing the UserID-1 parameter in the SIP REGISTER message) the P-CSCF decides to accept the SIP REGISTER message without attempting to authenticate the UE with HPLMN IMS. The P-CSCF includes an explicit request for EPS-level identities (e.g. IMSI, IMEI(SV), MSISDN) in the Rx request.

7b.
The PCRF is able to perform session binding based on the UE’s IP address/prefix (see TS 23.203[11] clause 6.1.1.2) and provides the information that it has received upon IP-CAN session establishment in step 4. I.e. as part of the Rx session establishment the  one or more EPS-level identities and the MSISDN (if available) are returned to the P-CSCF. 


NOTE 1: A UE equipped with a UICC without any IMS credentials (but with valid PS credentials), initiates emergency IMS registration deriving IMS parameters from USIM (refer to TS 24.229[x] annex C.2).

8.
 The P-CSCF responds with a 420 response with sec-agree value listed in the unsupported header field.
9.
UE then, according to TS 24.229, performs a new initial registration by sending a SIP REGISTER (UserID-2, IMEI) message and without inclusion of the Authorization header field. UserID-2 is an IMPI derived from IMSI. P-CSCF may verify the IMSI/IMEI provided by the PCRF in step 7b against the IMSI/IMEI derived from the IMPI provided by the UE, prior to accepting the SIP REGISTER message.

10.
P-CSCF accepts the registration with 200 OK and provides a tel-URI based on the MSISDN (if available) received from PCRF in step 7b to the UE in P-associated-URI header. From the UE point of view, the procedure is the same as specified for GIBA (GPRS-IMS bundled authentication) procedures in TS 24.229[10]. 


11.
UE then attempts an IMS emergency session by sending a SIP INVITE (UserID-3) message. UserID-3 is set to UE’s public identity (i.e. MSISDN as Tel-URI received in step 10).
12.
The P-CSCF verifies whether the UserID-3 indicated in the SIP INVITE message complies with the tel-URI that was provided to the UE. If compliant, P-CSCF forwards the SIP INVITE towards the PSAP including a callback parameter (CallBackPar) in the form of Tel-URI derived from the MSISDN received in step 7.
6.5.2
Impacts on existing nodes and functionality
The impacted 3GPP nodes are the following:
P-CSCF:
-
If the same P-CSCF handles emergency calls for both LBO and S8HR roaming architecture, the P-CSCF needs to be configured to know with which VPLMNs S8HR roaming agreement is used.


-
P-CSCF needs to retrieve the IMSI/IMSI-unauthenticated indicator (if available)/IMEI and the MSISDN  (if available) for an inbound roamer from the PCRF and accept the SIP REGISTER message without authenticating the user with the HPLMN IMS. The P-CSCF may verifyIMSI/IMEI in SIP register against the IMSI/IMEI provided by the PCRF.
PCRF:

-
PCRF needs to provide IMSI/IMSI-unauthenticated/IMEI over Rx to the P-CSCF.
-
PCRF needs to receive the IMSI-unauthenticated indicator (if available) over Gx.
PGW:

-
PGW must prevent "source IP spoofing", as required for GIBA authentication in TS 33.203[x].


6.5.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
########################## END OF CHANGE ###################
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